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Ransomware:
What is it?







Ransomware:
Origins and evolution





















You’ve been 
locked out of 
your data…





You’ve been 
locked out of 
your company…



…and the locks 
can’t be broken

















Ransomware:
How do you get hit 
by it?
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Ransomware:
Who is behind these 
attacks?
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Ransomware gangs

REvil Hello Kitty
Babuk Clop
DarkMatter Conti
DarkSide Ragnar Locker
Ryuk Evil Corp / Hades
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Popcorn Time



Ransomware:
How does it extort 
millions of dollars?
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Extorting the customers of
hacked companies









Ransomware:
Future trends in 
ransomware





More 
ransomware 
attacks on 
smartphones



Ransomware attacks 
on IoT devices



Ransomware 
threatening to brick 
your computer’s 
hardware



Ransomware:
What can you do to 
prevent ransomware 
attacks?



Layered defence
• Security software
• Password best practices
• Multi-factor authentication
• Vulnerability patching
• Encryption
• …and backups for recovery



Even if you do get hit, it 
doesn’t have to be a disaster
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Norsk Hydro refused to negotiate with 
their attackers

Became an example to businesses 
around the world about how to respond 
to an attack, and *improve* your image



Should you pay the 
ransom or not?





Thank you

Graham Cluley
Independent security analyst
Host “Smashing Security” podcast
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Security Tips



AETP (message retraction)

Backup and Recovery

Advanced Email Threat Protection

Advanced Email Encryption
Multi-factor Authentication

Security Audit

Threat Analysis Team / Tools

Threat Investigation / Analysis

Vulnerability Remediation

Backup and RecoveryData Loss Prevention Scanning

Security Tips



Thank you.
Graham Cluley
Independent security analyst
Host “Smashing Security” podcast

Andrew Murphy
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Questions?
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